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Abstract:

In light of the expansion of the use of modern technology in hotel
organizations and the transition to the post-informatics era; The importance
of cybersecurity has emerged in hotels protecting their data and
maintaining the confidentiality of customer data, so that cybersecurity has
become one of the competitive advantages that hotel organizations seek to
possess by building dynamic cybersecurity capabilities to achieve long-
term competitive advantage. The research aimed to measure the extent to
which the administrative leaders of five-star hotels in the Golden Triangle
region of Jordan realize the importance of cybersecurity. The research
followed the Qualitative approach. It also relied on a questionnaire to

collect study data from five-star hotel managers, with a size of (16) items.
The research recommended partnerships with international companies
specialized in cybersecurity, attracting skilled human resources in the field
of cybersecurity, and establishing a cybersecurity unit inside the hotel.
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Conclusions:

1. The study sample of five-star hotel managers lacks a precise understanding of the concept of
cybersecurity, despite having an initial perception of electronic security and the importance of
providing data protection programs for customers and hotel operations.

2. There is no dedicated cybersecurity department in five-star hotels, as cybersecurity-related tasks are
handled by the engineering maintenance or security department.

3. Repeated threats to hotel computer systems have been observed, including viruses that disrupt device
functionality or reduce operational efficiency. In some cases, attempts were made to breach customer
data to obtain personal phone numbers for marketing and advertising purposes.

4. There is no specific plan for improving electronic performance in the field of cybersecurity, as efforts
are limited to protecting computers from viruses and unauthorized access to hotel systems.

5. Some five-star hotels have qualified personnel capable of handling information technology and
general device maintenance. However, there is a shortage of specialized human resources in
cybersecurity.

6. The Jordanian government has made efforts in cybersecurity, such as establishing the National
Cybersecurity Center, but there are no joint initiatives to enhance cybersecurity in hotels.

7. The main form of cybersecurity implementation in hotels consists of antivirus programs to secure
internal networks against malware and protect internet search engine access.

8. Most hotels do not use advanced cybersecurity systems to counter cyber interception, hacking, and
cyber espionage due to the high costs of purchasing original software.

9. Five-star hotel managers in the Golden Triangle area of Jordan lack a precise awareness of the
concept of cybersecurity.
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